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WHERE WE ARE 

 

 These notes are based on Chapter 7 of our textbook.  

 Our next big event will be the midterm in Week 8.  

 I need to post the midterm soon. 

 There will be no fall break. We are on a slightly accelerated schedule because of the 

pandemic.  

 

QUICK REVIEW OF LAST WEEK 

 

An organization buying information technology does not insure that the organization will 

become better or more productive. Companies that sell computer hardware tend to sell large 

volumes of units and not make much money on them per unit. In the sense, hardware is a 

"commodity." If an organization can discover ways to use IT in creative and innovative ways 

(and be the first to do so) they can gain great "competitive advantage." Anyone can buy hardware 

and commercial software. The challenge is to create the organizational culture to use it to its best 

advantages. "Old" hardware can be hard to dispose of and is an important environmental (and 

possible human health) problem. 

 

NEW MATERIAL THIS WEEK 

 

Government agencies and companies need to take additional precautions when employees are 

working from home during this pandemic. 

 

Security of information in computer systems is a bib deal. There are entire programs of study in 

this area. Security specialists and earn a lot of money because a breach can be so very costly. 

 

Security is related to privacy. Personal information can be stolen online, including banking 

information. 

 

Organizations must take precautions regarding both "inside" and "outside" threats. 

 

Computer viruses are a form of malware that can move among computers on a network and can 

do a variety of "bad" things.  

 

It is important to run good virus protection on your computers not only for your own protection 

but to help protect other computers. 

 

Avoid going to risky websites such as pornography and gambling sites. 

 



Beware of "free" software downloads.  

 

Do not put unknown USB drives in your computer unless you can first run a virus scan on them. 

 

Realize that even good virus protection software may not "see" malware immediately. "Hackers" 

can be one step ahead of the game.  

 

Don't open files you did not ask for, from people (or machines) you do not know. Delete it, or 

forward it to your organizations IT expert. 

 

Organizations need POLICIES about security matters and to offer TRAINING to employees. 

The training does not have to be produced in-house. There are many reputable companies willing 

to provide online training. I think KnowBe4 with Kevin Mitnick is one of them. 

 

https://www.youtube.com/watch?v=Z_gCOfpoGbY 

 

There are a variety of technical ways to make a computer system safer, including FIREWALLS, 

ANTI-VIRUS SOFTWARE, and ENCRYPTION. 

 

But these things are not likely to protect you or your organization from an attack based on 

SOCIAL ENGINEERING. Social engineering involves tricking an employee who has access to 

the network into doing something that exposes the network to hackers.  

 

Phishing refers to a hacker sending email asking someone to do something or share some 

information that will help the hacker get into your computer or into an organization's network for 

some purpose of the hacker. 

 

Be alert for these signals of a possible phishing attack. 

 

 The communication to you is unexpected. 

 You don't know the person calling or sending. 

 The communication is not properly written in English. 

 Common addresses and URLs don't look right -- BankNorth.net in contrast to 

BankNorth.com 

 The message communicates a sense urgency and risk, unless you act quickly. 

 It just does not seem right. 

 If the sender claims to be in your organization's IT department. Stop. Call back. Verify 

with someone you know. You are not likely to be fired for being careful. You may cost 

the organization a lot of money by not being careful. "Paranoia" can be a good thing.  

 

Firewalls and virus protection are not perfect.  

 

System administrators do not give access to everything to everyone. There are three levels of 

access -- read only, write/edit, and delete. (The same goes for applications that "talk" to 

databases and to other applications.  

 



AUTHENTICATION 

 

"Are you who you say you are?" -- goes for applications as well as people 

 

Means of authentication: 

 

Something you know -- IDs and passwords 

 

Something you have -- a swipe card or a phone 

 

Something you are -- fingerprint, iris scan, facial recognition 

 

Two-stage authentication -- ID, password, PLUS the system calls your number and you enter an 

additional code to gain access. 

 

THE WORKPLACE BALANCE BETWEEN HASSLE AND SECURITY 

 

"Too much" security can interfere with the productivity of employees. Some degree of trust and 

professionalism is needed.  

 

BRING YOUR OWN DEVICE POLICY 

 

It is difficult or impossible to prevent employees from bringing their own phones and other 

devices to work. THERE SHOULD BE POLICIES about this and related things.  

 

PHYSICAL SECURITY 

 

Something as simple as a locked door can be important.  

 

Create a way to track and wipe stolen devices, such as laptop computers. 

 

DELETING FILES 

 

Be mindful of how to dispose of used computers. A simple delete does not actually remove the 

file. There are proper ways to remove files from computers permanently. 

 

Realize that email is legal documentation and once it is "out there" one or more copies of any file 

may remain somewhere on the Internet forever.  

 

 

 


